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Classical Adversary
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Now hold a

free and fair
election

Side-channels

Eclipse, 51%,
re-enrancy ...
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I’'m Alice
I’'m a ticket broker

I’m Bob
| own a theater

I’'m Carol
| need theater tickets




The Deal

e

"y



The Deal

e

"y



T
he Deal
> 3@1
/\ 100
=
\




T
he Deal
> 3@1
/\ 100
=
\




The Deal




The Deal

A
>

®"




The Deal
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I'm using
Carol’'s money to pay Bob
Bob's ticket to pay Carol! Deal

@o




What-" <o Wrong”?

| transferred tickets
but didn’t get paid!

L
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| ended up witl
coins, tickets | dc
want!

~owrong?

101
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Cross-chain Deal

Each party wants to trade assets ...
g\ DOD

Multl -step transfers OK (not just swaps)

Each asset lives on own DB / Blockchain
No one trusts anyone

Not (exactly) a distributed transaction

Carol
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Rethink
Correctness
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Correctness for
Classical Transactions

Atomicity
o
N
| solation] <
“ACID” properties! ez;»
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Durability
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Correctness for
Cross-
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Here is a better model N
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Conforming parties follow the protocol
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o A

Deviating parties might do anything
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That's it.
Not faulty vs honest
vs rational ...

Just conforming vs
deviating ...




Correctness for
Classical Transactions

Atomicity

Either all steps happen, 0o,
or none do

[solation] -

)

Durability =
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All or nothing impossible when
parties can deviate, instead ...

Liveness: If all conform,
all transfers happen

Safety: if some parties deviate, no
conforming party ends up “worse off’
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Correctness for
Classical Transactions

Atomicity

&’6’
Application-specific B
°P g -

constraints respected o —
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Strong Nash Equilibrium

Everyone follows one strategy ...

But if a coalition deviates...




Correctness for
Cross-Chain Deals

Atomicity
/ \

Conforming to protocol should be
strong Nash equilibrium ...

\
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Example: Swap Digraph

Alice

Felix

“p—— it

Protocol is strong Nash Equilibrium IFF
swap digraph is strongly connected
Ellen
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Correctness for

Classical Transactions

No transaction sees another’s
Intermediate states

|Consistency]| 9
R

Hence serializability,
snapshot consistency, etc
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Serializability makes no sense here
A YU a X e,

Safety: “no double spending’, e.q.
assets placed in escrow can’t be
unlocked until deal complete

Liveness: But Assets can’t be
escrowed forever
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Correctness for

Classical Transactions
I AW - .I

Committed transactions

survive crashes oo,
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Correctness for

And also censorshlp by
governments,
corporations, hackers,
counterparties, exes, etc
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What We Said

3o/

Rethink
Correctness

“ACID” properties Revised properties
for distributed for cross-chain
transactions deals



https://arxiv.org/abs/1905. 09743
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