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Issues with Fork

fork
simple to implement 

composes 

thread-safe 

secure API design 

fast 

scalable 

no memory overcommit 
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Introducing Spork
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Fork Usage Patterns


Launch applications

fork leads to an exec
Process duplication mostly unnecessary


Create workers

Process duplication required
Forked processes run in parallel
Workers are created once and used for a long time


Create snapshots

Process duplication required
Forked processes remain dormant for extended periods of time
Snapshots are created frequently
Often relies on non-standard copy-on-write for performance
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analyzed_code:
  ; ...
  call fork
loop_head:
  cmp rax, rcx
  je prepare_exec
  inc rcx
  jmp loop_head
prepare_exec:
  mov rdi, 0x1337
  lea rsi, [rbp-0x20]
  call execvp
  ret
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Spork Architecture
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Can Spork Address the Issues?

fork Spork
simple to implement  

composes  

thread-safe  

secure API design  

fast  ()
scalable  

no memory overcommit  
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Conclusion

Spork

liberates OS kernels from fork
replaces fork without rewriting applications
addresses most of fork’s issues
allows exploration of new OS concepts

Get in touch

https://boss.rub.de
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