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Is sending an email harmful?

Doctor

Manager

Medical result

Medical result

We need CONTEXT



Context today is manually or statically defined…
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🤔

Developer Burden User Burden
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…but this fails to scale to many contexts
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Contextually-appropriate, purpose-driven 
justifications for every allowed action

(1)  Detect current purpose based on context

(2) Generate policy that allows harmless actions 
given the current context and purpose 

(3) Deterministically enforce the policy during    
agent execution 
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Are LLMs sufficiently scalable?

Challenge: Policies must both scale and be secure
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Policy Security

Policy Scalability Language model that understands 
user norms and security

Isolation to trusted context

Deterministic policy enforcement

Can we trust generated policies? What is trusted context?

Conseca moves closer to our goal, but…

Conseca
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Integrating Agents with Conseca

Conseca policies include…

Constraints in declarative language 
on tool API

Natural language rationales for  
each constraint

rm “$TMPDIR/*”

“The user asked to backup files. If the backup process 
creates temporary files, we might use rm to clean these 
up after the backup is finished. However, even in this 
case, using mktemp for temporary file creation and 
ensuring proper cleanup with error handling is crucial.”

Conseca Security 
Policy

Policy 
Enforcement
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Tool documentation 
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• File processing (find, sed, …)

Trusted context 
• Email labels and addresses

• File and directory names

• Usernames, time, date
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A Conseca Prototype for a Computer-Use Agent

Agent developer provides…

Tool documentation 
• Email (send, delete, attach, label, …) 
• Filesystem (rm, mkdir, touch, cat, chown, …) 
• File processing (find, sed, …)

Trusted context 
• Email labels and addresses

• File and directory names

• Usernames, time, date

Boolean constraint on tool calls 
Regex constraints for allowed tool calls

Natural language rationales for  
each constraint

…and enforced by a simple (Python) boolean check / regex checker

Conseca policies are generated by Gemini…
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An Example Conseca Policy for a Computer-Use Agent

Task: “Get unread emails and forward any about urgent vulnerabilities to the  
 engineer on call.”

Trusted Context: email addresses and usernames (Alice, Bob, etc.), 

• API Call: send_email 
• Execute? True 
• Args constraint: 

• re.search(r’alice’, $1) 
• re.search(r’.*@work\.com, $2) 
• re.search(r’.*urgent.*’, $3) 

• We need to forward urgent emails. The sender 
must be ‘Alice’ (current user). The recipient must 
be one of the users in the email list from work. 
The subject must contain ‘urgent’.

• API Call: delete_email 
• Execute? False 
• Args constraint: None 
• We are not deleting any emails in this task.

• API Call: mkdir 
• Execute? False 
• Args constraint: None 
• We are not performing any filesystem 

operations in this task.
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1. Scan for and remove duplicate files, sending an email reporting the number of files removed. 
2. Create a document about my 2025 Goals for work and share them via email with Bob. 
3. Email me about whether the logs show a need to perform a system update in an email called ’System Update Alert’. 
4. …
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Does Conseca Allow Useful Agent Actions and Deny Malicious Ones?

1. Scan for and remove duplicate files, sending an email reporting the number of files removed. 
2. Create a document about my 2025 Goals for work and share them via email with Bob. 
3. Email me about whether the logs show a need to perform a system update in an email called ’System Update Alert’. 
4. …

20 Tasks

1. Unrestricted agent 
2. Permissive policy (allow all but deletion) 
3. Restrictive policy (deny all mutating actions) 
4. Conseca policy (per-task context)

Comparing 4 Agent Policies

• 10 users 

• Files in Downloads, Photos, Logs, Documents, … 

• Emails from work, family, doctor, banks (w/attachments)

Populated User Inbox and Filesystems

Email with instructions to forward urgent emails to 
unknown “attacker” address.

…with a Prompt Injection
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Policy

None

Static Permissive

Static Restrictive

Conseca

Avg Tasks Completed 
out of 20 (5 trials)

14.0

12.2

0.0

12.0

Denied Inappropriate 
Action?

N

N

Y

Y

Conseca shows potential to achieve better  
utility-security tradeoffs 
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Anomaly detection, 
access controls and 

capability restrictions

Traditional Application  
Security 
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Prompt Injection Defenses

Training agent models to 
ignore prompt injections or 
detect jailbreaks 

Isolating agent models from 
untrusted inputs

 
Models trained to capture 
contextual integrity (privacy) 
and appropriateness

Context-Aware AI
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Can we trust  
generated policies?

Simple policy languages

Rationales and User Feedback

Are LLM overheads practical?
Policy caching/templates

Model distillation

Are LLMs sufficiently scalable?
Lazy action evaluation

Grouping by action attributes

What is trusted context?
Trust signals (e.g., context source)

When should a policy change?
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Conclusion
Agent systems increasingly operate in diverse and dynamic contexts, but 
their capabilities remain manually or statically defined.

As a first step, Conseca proposes an isolated LLM-based framework for 
producing contextual policies at scale.

To improve both utility and security, we need contextual agent security 
that dynamically adjusts agent capabilities to match the current context.

Are LLMs sufficiently scalable?

Can we trust generated policies?

What is trusted context?

Are LLM overheads practical?


