Scalable and Reliable Data Dissemination School of Computer Science,University of St Andrews, KY16 9SS, ScotlandIBM Research,An in the continuing information technologies is the of the content in its own right, to simply being one of many example, it is the rulings the IP normally employed of the point-to-point type not well to one-to-many dissemination. to new items whole Evenworse, sites which routinely congestion. technologies be solution in terms of scalability. Thesuite IP multicast more the moving from to formats. in both these the emphasis on which timeliness of A problem with the is of with the This examines of the issues involved in both dissemination the DABWeb 1.�Beyond the PC� invokes a vision of the near users mobile with attentive through gesture. Links with aof will be setup through information such as Bluetooth [2]. transient affinities will links to multimedia that content of interest to numbers of users. What will that content consist of? is the of the as a content in its own right. Court rulings, statements, fast news that censorship, popular information, the is opposed to only being one of many channels. again, the has the message. was an of this raising of TV application on the computer, or if on the 1 PCs being globaltelephony using the as a while The growing of content its dissemination. rushes newly items high peaks. surges in major sites, and more seriously, congestion thatIP The protocols typically dissemination —HTTP and TCP — are of the point-to-point type to with intrinsic reliability politeness of TCP noprotection against byfailures. proxy other types of congestion by routine to sites consisting exclusively of

1 The original WebTV product (1995) was a set-top box no storage, which connected the Internet by a phone line. It involvedand (end-system integrators); Excite (WWW engine), Surfwatch (WWW filter); Concentric IDT Headspace(ambient music); and Progressive (audio/IP specialists). company was by Microsoft at some and now a name for a wider range of services and products.

HTML but mitigate the problems by content. At athe simplistic use of multiple point-to-point connections to meet a not well. The following two sections twonon-mutually exclusive alternatives (i) IP multicast Section 4 then the implementation of an 2.IP MulticastIP multicast [5] scales better than any other IPv4 but scalability is a matter of looking to the Mbone dissemination. It is a protocol the application protocols with mainly with continuous timeliness of is more important than integrity. Many networking protocols use ARQ reliability. The problem with using this of protocol in a multicast setting is the �ACK A single to tens of of without problem, but if they with ACKs NACKs, the will congestion as it on the A multicast transport protocols [7], such as RMTP [8], which seek to reduce the problem. only to a limited extent the inevitable reliability from to A further consideration is that IP multicast is by no universally available. Although it has ten it is still not a part of IP, ISPs not automatically support it, thus ruling out its use asignificant part of the population. IPv6 makes multicast a part of IP, but IPv6 is not Finally, the Mbone is in the in unless taken. In two making the Mbone with using [11], controlling with TCP-like As the latter it is still a So, although IP multicast continues to potential, is a growing recognition of the to the Can be of 3.Digital BroadcastThe is striving to from to mechanisms. The is by the potential through the use of image motion compression. Further potential benefits include: content is digitally it through novel such as — e.g. no to a a booklet — a PDF file will be to your PC/TV/Radio/Phone appliance be dissemination e.g. News, miscellaneous web content, etc.The last point is of interest as it apotential solution to the scalability problems with distributing popular content. is nolimit on the number of of awithin the The by the transmitter the of of the number of communication asymmetry of issues it is dissemination: ,.continuous such MPEG, are not suitable for bit-perfect copying. in the of a This problem is in the of that only intermittently communication to of The of a is in to transmissions of component parts of an object that be in entirety e.g. a web site. slot in the is with a part of the object, a CRC then some time, the transmission network. transmissions the of a mobile to a interruptions, any client to from The in the files to a navigation more often than other site components of thatitem�s importance.(FEC) is not often the The protocols against a of ARQ was a reliability. Furthermore, FEC complex algorithms that costly to run In networks, which asymmetric, FEC not only more but completely essential.a type of FEC many networking protocols, such as multicast. The basic is that blocks of blocks of in such athat any blocks of be the original So, a up to — losses of blocks. A is as ). For example, Solomon limits of (64, 255) potential of as part of a congestion bulk the Mbone in [10], in conjunction with multicast) form the basis of the Fcast application [13].Interestingly, Rizzo�s work on by a gap telecommunications FEC support well networks, is a of FECs suitable use as components in IP protocols. That usefully be to by with Unlike the a client initiate a any time. The which information will be at times. Selected sites can be using a to apolicy that the explicitly implicitly. Disk is plentiful inexpensive, technologies promise more storage in less space.Service Tuning and ChargingA knows how being which files, at which they from. How a this type of Conventional rely on surveys to assess the Similar be establish the success of dissemination. Alternately, a is in then the by set, using smart has a rich set of functions as a sets. The primes the with keys, one set subscribed to, and sells it to the client.

Internet ready for broadcast

for browsing at any time

Encodes multimedia content

MOT Encoder

streams before broadcast

DAB Receiver

Web Browser

secure, ensuring only authorised parties may decrypt.

In this case a secure channel must be used to distribute keys to each of the authorised parties who wish to decrypt the data.

Data transferred within the box above can be made cryptographically

Encryption Engine

Decryption Engine

DAB Network

Transmitter

Optionally encrypts content

MOT Decoder

stream of multimedia data.

Decodes an incoming^{Reciever}

DAB radio broadcast

Client

Server

Secure transfer of secret keys

Secret Keys

Web Harvester Downloads content from the Scheduler

Decrypts incoming content

Repetition information

Client Web Cache Stores received web content

Schedule

4. DABWeb: Digital Broadcast of is a the use of Digital to content. Aimplementation has built on asmall transmission (with is athe transmission of content using networks. Much of is by is of interest in that it is a stable set of that is being in a of by a of At Figure 1 gives a system overview of DABWeb. The is on WebFS [17], which sites as Unix file systems. The protocol was byETSI to transmission MOT makes provision in ato support but include FEC clients availability A consists of up to 64 totaling no more than 1.87Mb/s. The by the transmitter using Orthogonal Division Multiplexing a collection of totaling approx. 1.5MHz. Two of transport the MOT the In PAD mode only 54 data bytes may be This a total of 2.19Kb/s on the DAB testbed in the In the of a is from the total 1.87Mb/s, by the responsible the ensemble. It is possible pop up existing subchannels. For news the is lower, the by the news a the The

Protocol Development in Javathe implementation, allowing aobject own mechanisms not (i) objects not fit the use of objects any level in the MOT protocol stack allclients and servers to use a JVM. Some coding in C using Figure 2 shows the Profiling and Subscription using Java CardsOptional support subscriptions profilingis through the use of smart Customers with smart In to public key style of a symmetrical Key algorithm, BEAST RK [19], is RK hashing function, a function. session key is by The applet on the decrypts the first 20 bytes of a stream to obtain the key which is then to the host, typically At no point does the client know what the keys to the of an N stream is the sum of (i) the trip time the the first twenty bytes the result to host, (ii) the time by the host to remaining N-20 bytes. This must be less than the taken to transmit N bytes.The 2 in the pilot is fully compliantwith the [20], which is also by other protocols a host a smart ISO 7816. All the host Fig.3) takes the form of Application Protocol Units (APDUs). Each APDU is a byte with The first communication the host a newly up is the ATRwhich the card transmits. the host the ATRof is the type as being which applet it will

2 time of writing an Java has 14KB 32KB RAM, 750 bytes Java heap, 160 bytes Java garbage collection on Built-in functions include 3DES, RSA, key generation.This is using a OS APDU. applet onthe has a number known as

JavaCard

Card Terminal

JavaCard OS Passes APDUs to selected applet

Applet X ....

Send command APDU’s and receive back responses

Decrypts content and tracks credits

BEAST Applet

Selected applet

The is in two parts, firstly a to the also a number that applet, by the This allows combination of applets that the A significant of this type of multi applet system is that a applet coexist with a applet, or along with other multimedia applets. With such a system, users DABWeb application areasAny site hosting from Sites that congestion to high most. of DABWeb involve support for mobile users.To that with close proximity using protocols such Bluetooth. a other in the contributing to the functionality of smart a extension to an of a smart be to The content to that maintain the results of a with materials. It is of this type of in asmall country such as is control of a publicly (the who have a remit to serve the community.

5.Related WorkThe Boston Community System is of using dissemination. Two PCs information was on on a network. profiles that sent to has also use of in applications. It a useful of A variety of multicast file protocols the Multicast Protocol the File Distribution [24]. These both combine IP multicast with some form ARQ. Fcast distinguishes itself by than ARQ, which makes it 6.in — the as a in its own right, the availability of novel channels. complimentary in a ways. The not well with its own content any number of in agiven region tune in to a impacting on or Smart be to match clients A implementation supplying content via — - has has technologies, the system, WebFS, Java, may also with using low powered wireless systems such as Bluetooth. no rely entirely on The issue of significantly the the MOT protocol warrants further investigation. 7.Spohrer, J. M. Stein, Experience in Pervasive Computing Multimedia, (1): p. 12-17.Bluetooth, 1999.Microsoft, WebTV: http://www.webtv.com, 2000.Polyzois, A.C., et , to PANS: ACommentary on the Evolution to Internet IEEE Network, 1999. (3): p. 58-63.Deering, S., Host extensions for IP multicasting, 1989.McCanne, S., Scalable Multimedia Using Multicast Lightweight Internet Computing, 1999. (2): p. 33-45.Obrczka, K., Multicast Transport Protocols: A and Taxonomy. IEEE Comms. 1998. (1): p. 94-102.Lin, J.-C. S. Paul. A Reliable Multicast . in IEEE Infocom. 1996: IEEE Press.Bradner, S. and A. Mankin, The Recommendation for IP Next Generation Protocol, . 1995: RFC-1752.Vicisiano, L. J. Crowcroft. to Many in the . in . Uppsala, Sweden.Rizzo, L., Effective Erasure Codes for Reliable Communication Communication Review, 1997. (2): p. 24-36.Fuhrhop, C., A. Kraft, R. Kubis, Object CarouselSimulator for , in ,N. Correia, T. Chambel, G. Davenport, 1999, Springer-Verlag: New York. p. 83-92.Gemmell, J., J. Gray, E. Schooler, File Distribution. IEEE Network, 2000. (1): p. 58-69.Baentsch, M., et , — Hype to IEEE Concurrency, 1999. (4): p. 36 - 43.McPherson, D.F., Support for Internet Services on Digital Audio Networks. School of Computer Science, University of Andrews. 2000,Eureka_147_Partners, Radio Broadcasting Digital Audio to Mobile, Portable , 1997, European Standards Institute: France.Zwahlen, P., Design and implementation of a file system, Masters Thesis, ETSI, DAB Multimedia Object Transfer protocol., 1998.Lucks, S. Beast: A fast block cipher for . in Conference on Communications Multimedia Security. 1996: Chapman & Hall.Husemann, D. R. Hermann, Talking Your Smartcard. IEEE Concurrency, 1999. (3): p.53-57.Gifford, D., J. Lucassen, S. Berlin, An for Scale Information of the 10th SOSP), 1985. (5): p. 161-170.Acharya, S., Disks: Dissemination-based Management for Asymmetric Ph. D Thesis, Brown University, 1998.Macker, J. W. Dang, The Multicast Protocol Framework. IETF Draft, 1996.Cooperstock, J.R. S. Kotsopoulos. Why aFishing Line When You An Multicast Distribution . in .